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Ora moacets coctout w3 ASA  FW2, meHTpagpHOTO KOMMYyTaTopa ¢
pe3epBUPOBAHUEM W IOJIb30BaTeAbCKUX MalmuH. [IpocnymmBas Tpaduk Ha CISCOASA,
MOJTyYMJIM JIOCTYN K BHYTPEHHHUM pecypcaM CEeTH, B YAaCTHOCTH, K CEepBEpaM C aapecaMu
192.168.101.2 (M2) u 192.168.102.2 (W1). Cyns nmo Hactpoiikam ASA, cepBep M2 —
noutoBblit, a W2-WEB.

access-list M2_access_in extended permit tcp object-group M2 any4 eq smtp
object network DMZ-M2

nat (M2,outside) static 195.230.157.5 service tcp smtp smtp

object network DMZ-WEB

nat (W2,outside) static 195.230.157.53 service tcp www www



[To Bceli BUAMMOCTH, TO, YTO B HAcTpoukax oOo3HaueHO kKakW2, Ha cxeme
o6o3HaueHo kak W1.

B 1moure BBUIOBWIM JIOTMHBI M TApOJid, CpPEeId KOTOPBIX OBUIM Maposu

aJIMUHUCTPATOPOB. DTH YYETHbIC JaHHbIC TooNUIM K cepBepam M2 u W1 Bo BHyTpeHHeH
cetu User LAN u Server LAN.
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B atom cermente crosit CiSCONExXus, pa3sepHyTa cUCTeMa XpaHCHHUS i CUCTEMa

BHUPTYyaJIn3aIii. BTopoii cerMeHT coCcTOMT M3 IBYX KOp3uH Oydia-cepeepoB (OA 1,2) u
dainoBbix xpanunuiy (Storage 1,2).



(Dell PowerEdge 860 CA
| Offline Root CA

(Cisco Catalyst 3750G SW3
TMigknioweHHa mepesi onepartapa

(Cisco ASA 5585x S5P-60 FW1.1 Active
| Cisco ASA 5585x 55P-60 FW1.2 StandBy

/Ciscu MNexus 5548p SW1.1 Active
Cisco Mexus 5548p SW1.2 Active
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(" Cisco UCS £220 M3 VPN1.1 Active
Cisco UCS C220 M3 VPN1.2 Active
| Cisco UCS C220 M3 VPN1.3 Active

Qradar Log Manager Q1 Active
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(HP BladeSystem C7000
16 x BladeServer BLAGD Gen B
HP VC FlexFabric Switch Active
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HP MDSG000 Bay 1 Active
| HP MDS6000 Bay 2 Active
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Ha Bxoze B 3Ty nmoacets crout ASA. JlocTym K Hel OTy4YniIn Yyepe3 Ty ke Oary.
Kondurypamus nmwke. [lo Helt BHUAHO, YTO JOCTYN K OCHOBHBIM Yy3jaM BTOpPOH
nojacetu (AD, Oracle u np.) OTKpHIT ais agMUHOB. IMEHHO € 3THUX MAIIMH M IOIILIH

Jajiblle.

access-listLAN_CVK _access_in extended permit tcp object-group Supportobject-group  DBobject-group

DB_admin_ports

access-listLAN_CVK access_in extended
access-listLAN_CVK access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended
access-listLAN_CVK _access_in extended

permit icmp object-group Support object-group DBecho
permit tcp object-group Support object-group L1eq 3389
permit icmp object-group Support object-group Mlecho
permit tcp object-group Support object-group M1eq https
permit tcp object-group Support object-group ADeq domain
permit udp object-group Support object-group ADeq domain
permit tcp object-group Support object-group DSeq 3389
permit ip object-group Support object-group L1

permit ip object-group Support object-group AD

permit ip object-group Support object-group M1

permit tcp object-group Support object-group Mleq imap4
permit tcp object-group Support object-group Mleq pop3
permit tcp object-group Support object-group Mlegsmtp
permit tcp object-group Support object-group Mleq www

Best cTpykTypa 1 Ha3Ha4YeHME y3J10B CETH OYEHb MOAPOOHO onucaHa B T3, koTopoe yaanocsk

BBITAIIUTH y cucaamMuHoB [{1Ka.

Tia uentpatisosaHore kepyBaEHZ 3acofaMd SipTyatisauii BHEOPHCTOByeT:CA 1 3 3 ] 3 5 7 3
VMwarevCenterServerAppliance (vCenter), mo ponimenmit 5 Hvd. Jo zamoro cepsepy 9 [wpleecnet [EvI- Tz [T [3 Tar [ Ocoosmmi peS-cepsep  IAC
pe 1B TECA SO TS SAXHCTY isbopMA L, M0 He MerIH, bk A4 CepBepiB HpTYATisAm. dastore-1 gﬁfﬁ_‘ Tpesimenta

B pargax VMwarevCenterServerAppliance yHimonye 3aci pesepEHOTe KOMIOEAHHA S T T B = TT=13 Tar [ Oceossdl romposs Ty
VMwaredataprotection (vdp). datastore-1 Ta SubordinateCA

Kowen cepsep sipTyatisamii (1aTi — X0CT-CepEep WM ¥0CT) MiTKTOMAeTECE 33 T | Gloecnat | Bl T=  |T= |7 Ei | Cepasp copotis romm
mpoToxoTon iSCSI 70 cepsepis Storagel, Storagel AEoMa ERTITeHIMM ajamTepanu it datastore-1

. = 17 | Slcecnet | BL- T= | I= |8 Hi | Cepasp copotis romm
EHEOPHCTAHEAM TexH0T0T multipath (RoundRobin). datastore-1
Bianosi o CTEOPIOIOTECA HACTYIHI J0MMH ANCKOE 08 e (datastore): T3 [wpnoecast [ B T= [T= |3 T | Copoep wemymama KT
+ Hv0local- ToRATEHI ANCKH CepEEDY: datastore-1
+ Hvldocal - zoramsm zaces ceprepy: T [S51FS11 | EvL- T= & I H | 1FS au smwcry cpryamm
N U - datastors-1 sz Hyl
+ Hv2local-10xaTss AHCER cepEepy: Tinepaisop B2
o+ Hv1-datastore- 1-iSCSTmick Storagel, 70 cTymHoH 277 5CI% X0CT-CopBapis: 15 [Blcecnet I T= [ I= |2 | Pocpem® bamcysamm
+ Hv2-datastore-2-iSCSLmack Storage2, 10 CTYIHIH 2714 ECIX XOCT-CEPEEPIE. datastore-2
Jan sabesmeuema EiAMoEOCTHKOCTI Texmomorimmmx VM wepes BTpaTH AHCKOEHX 16 [ wdbeecnat  [H- T [T 2 B [Pospumad sedoepozp IAC
= § pes EIpaTH 7 datastore-2 «BuSOpE E3OTEER IemyTaTis
pEep] KAHAIIE SEASKY, IX P [pPOBQIHTECA HA TOKATEHIK JHCKAX, BHETIOY A — Yxpairm
36 pesepsmx Komi. 7 | wplcecnat | EWE- T= | I= |3 Bl |Posepsm@ peoooprep TAC

Posninmems T2 HATATITYSAHER SIPTY ATBHIG MATIHEE STHiCHEHO BANORITHO 10 TAGTHTH datastore-2 ;Bnﬁ__ﬂpﬂ Tlpeseenta

41 pairis)
18 |allcecnst | Hv2- T | T= |2 Hi | [ltermsi RoRTpoAep ToMeRy
Tagmmmzd 1 datastore-2 12 SubordinateCA
- ) ) . 0 | &Scecnst | E2- T | I= |0 Ei | Cepasp copotis romm
aTANITYEARHE EIPTY2TBHIK MamHE datore.2
20 |dsdcecnat | Hv2- T | T |10 Hi | Cepeep obpodus nonam
datastore-2
21 [ mlcecnst 2 T | T |7 Tax | Cepeep nomrms
e Cepeep Datastore Tpesrzverna datastore2
37 | oipoecnat )N T= | I= [§ Tax | Cepoep TowmoTo wacy
datastors-2
25 [ avesnet 2 T | T |6 Tax | Cepeep amTHBipycrOro saxucTy
1 2 3 4 J 6 7 8 datastore-2
Tinepaizop Hyl 23 [ 88.Ps-1-2 Hvl- Tax Hi 1 Hi IPS 117 32XHCTY BIPTYRTRIDN
T Tec.cecnet Hv(-local [Tex Tax |3 Hi Ceprep cOopy tpadisey netilow datastors-2 warmm Hv2
T |lmcecnst | B0docd | T | Te |6 i | Cepeep  mmmmy  mpadiy
netlow
3 | ipsdcecnet Hvldocal |Tz=x | T |4 Tax | Cepeep kepysarms S5IPS-1-1 4.5.3 Mepencesa apximexmypa cucmemu
12 SSIPS-12 - sacofaum
MEpEEEEOro saxHCTy BianoEiaso 20 EMMOT TEXHMHOTO 3ABIAHEA E AKOCTI AAPA Mepe#d BHCTYTAE KIacTep
SourceFire siznepexess: expanis FW1 (FW11 — Active, FW1.2 - StandBy). Bim s coBom Taxom
T [Tlescmet Hvllocd |T= | Tax |3 Tax | Ceprep gocrymy L3 N
5 | veentercecnet | HvOdocal | T=x | Hi |1 Hi vCenter  Server AApo Mepes _ _ 3
Thaxmouema cepEepmoTo o6TagHANMT STCHIOSTECA HA cTex KoMyTaTopis SWIT
5 | vdpoecast | ERI- T= |&m |2 w Daz Protection (SWl.1ta SW1.2) Thammouesss crexy SW1o MbiMepewessx espamis saificHIosTscE
datastore-2 I Tpamcosmm amazasm 10Gbit si creopemmms ompesnmc VLANTa saBesmenemmmi
Tinepeisop Byl L - Gamid2 43 erxin 4.4.4.6, T .
T = T T o simuosocTifisocti y sianosinaocTige Tadami 4.2, 4.3, pucynsis 4.4-4.6. [hasouensa Saefia-
datastore-1 - maci g0 Mepexl STACKIOETECA 33 JOMOMOTOX EOYA0EAHMX KOMYTATOPIE I3 MOTPHMAHHAM
8 wdl.cec.net Hvl- Tax Tax |6 Tar | Ocrosmei  sef-cepsep IAC EMMOT, 010 HATAMTYEAHE.
datastore-1 «BubOpH HADOTHMX IEYTaTiE
Vapairs)
= —— KCaLeIAC 112 | g = —— KGaLEIAC N2 |
J2e ¢ | menuc [Asme] J2e ] ménue Jreme]

P.S. Ocobas 6aroiapHOCTh 4y10-aIMUHAM, XPAHSIIUM JaHHbIE TI0 JOCTYIY K y3J1aM CEeTH

B TEKCTOBBIX (pailinax Ha pabodeMm cToJe, 3a YBIEKAaTeIbHbINA KBECT.
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132.168.100.6
admin - cwk*@@2484it3swE
enable - cwk*@@2484itcaT?

192.168.100.1
admin - ciscs3Tuvhnf
enable - cisc?wpkwbnf

1592.168.8.1
admin - ciscs3Tevhnf
enable - ciscrwpkwbnf

old ServerAsa
[192.163.100.4
admin: cvk*Stghsimé
en: cvk*miu7simé

Edit_ Fomat View Help

192.168.180.6 = 17.3
admin - cvk*Stgbimé
enable - cvk*mju73imé

192.168.190.4
192.168.190.7

sdmin: cvk!STghSimG
en:  cuk*miulSimg

192.168.180, 1
admin - 1qazZMl
enable - 1qazZi)!

192.168.190.2
sdministrator - lgazZagl

192.168.103.2
195.238.157.14
192.168.188.55
192.168.100.56
192.168. 186, 38
oot cvk*RRee4itxsN2

182,168,190, 162
192.168. 100, 161
root  1qazksWg

192,168 186, 128

username root
password calvin
clsco_nexus

sdmin: 1gszgWsi




Cyns 1o MCTOpHMH TOJKITIOUEHHUH, amepukaHckas kommanus SOESoftware mpomomkaer
OCYUIIECTBJISITh HEMOCPEICTBEHHOE YIpaBICHUE BOJEU3BSABICHUEM Hapoaa YKpauHbl,
ocraBuB s ceOst monubid (1) moctym k kimoueBbiM y3mam cetu [IUMK (cM. Huxe
CKPUHIIOTHI C JoraMu MOKJITIOYESHUH )

$ last

root ttyl logged in
reboot system boot 2.6.32-279%.8l6.x (3+00:00)
root ttyl (00:01)
root ttyl (20:086)
root pta/0 192.168.22.22 (00:06)
root pta/0 fw.soesoftware.c (00:00)
root pta/0 fw.soesoftware.c (00:25)
root pta/0 fw.soesoftware.c (00:01)
admin pta/0 fw.soesoftware.c (16153+09:39
root pta/0 fw.soesoftware.c (02:59)
root pta/0 fw.soesoftware.c (00:00)
admin pte/l fw.soesoftware.c (16164+11:40
root pte/0 192.168.22.22 (01:14)
root pte/0 192.168.22.22 (00:00)
root ttyl 1 (20#22:10)
root ttyl (00:00)
root pte/l statie-217-133-4 (00:20)
root pte/0 statie-217-133-4 1 (01:34)
root pte/0 2-235-113-109.1ip (00:11)
root pte/0 2-235-113-109.1ip (00:01)
root pte/0 2-235-113-109.1ip 1 (00:10)
root pte/0 2=-235-113-109.1ip (00:19)
root pte/0 2=-235-113-109.1ip (00:08)
root pte/0 2=-235-113-109.1ip 1 (00:00)
root pte/0 2=-235-113-109.1ip (00:01)
root pte/0 2=-235-113-109.1ip (00:00)
root pte/0 198.35.97.212.ds 1 (00:04)
root pte/0 198.35.97.212.ds ({01:01)
root pte/0 static=-217-133-4 (00:04)
root pte/0 192.168.22. 1 (00:00)
root pts/0 192.168.22. (00:02)
root pts/0 192.168.22. (00:20)
root pts/0 192.168.22. (00:05)
root pts/0 192.168.22. (00:01)
root pts/0 192.168.22. (00:09)
root pts/0 192.168.22. (00:00)
root pts/0 fw.soesoftware.c (02:59)
root pte/0 192.168.22.22 {00:00)
root pts/1 fw.soesoftware.c (02:59)
root pts/1 fw.soesoftware.c (01:28)
root pts/0 fw.soesoftware.c (02:59)
root pts/0 192.168.22.100 {00:00)
root pts/0 192.168.22.22 {00:07)
root pts/0 192.168.22.22 {00:06)
root pts/0 fw.soesoftware.c (04:25)
reboot system boot 2.6.32-279.el6.x (260+05:49)
reboot system boot 2.6.32-279.el6.x (260+22:33)
root pts/0 192.168.22.22 {00:00)
root pts/1 192.168.22.22 {02:04)
root pts/1 192.168.22.22 {00:00)
root pts/0 fw.soesoftware.c (1+09:15)
root pts/0 192.168.22.22 {00:00)
cblocker pts/0 fw.soesoftware.c (02:15)
root pts/l fw.soesoftware.c (1+10:18)
root pts/0 fw.soesoftware.c (00:27)
root pts/0 192.168.22.22 {00:38)
root pts/0 fw.soesoftware.c (00:01)
root pts/0 fw.soesoftware.c (00:07)
root pta/o 192.168.22.22 {00:47)
cblocker pts/2 fw.soesoftware.c (02:01)
root pts/0 fw.soesoftware.c (10423:55)
root pts/0 fw.soesoftware.c (00:086)
cblocker pts/2 fw.soesoftware.c (00:34)
root pta/2 fw.soesoftware.c (00:01)
root pts/1 fw.soesoftware.c (12+408:47)
root pts/1 fw.soesoftware.c (00:00)
root pts/0 192.168.22.101 (2+17:03)
root pta/2 fw.soesoftware.c (00:17)
root pta/l fw.soesoftware.c (02:15)
root pte/3 fw.soesoftware.c (02:33)
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RFNn-| WaBpaHHoe
File Home Share i
© < [l > Network » 1921681612 » c§ » Documents and Settings » okhendovskii » Vsbpannoe » v & [ search Mapanmoe
S Favarites RS * Dste modified Type Size
B Deskiop | LExUS 332010 1150 AM  File folder
18 Dewnloads I feto SAS/2011 1047 A8 File folder
% Recent places J. Beb-cafite Mafikpacadr 3320101150 4M  File foldder
|| Bebyae Mafikpacapr 3320101129 A0 File Foldder
- Libraries L Kynunapus 3/31/201011:50 &M File folder
%) Documents ! Camaropun Opeccl 200 TS0 AM  File folder
&1 Music | commen A0 1Z24PM File folder
= Pictures T e 332010 1150 AM  File folder =
B videos (3] 0.02. Kro Takoit chafinep Pasgen 0Bty 12/18/2006 T4 P Inemet Shorteut 1KE
(31| 77th International Motor Show, Palexpo-..  1/12/2007450PM  Intemet Shorteut 1KE
8 Computer (1] David M. Kennedy Centerfor Intemnation...  5/5/2008 706 Pl Internet Sharteut 1KE
£y Local Disk (C) ] DecorbyEyes.com - Oreler Confirmation  318/20081:22 P Inernet Sharteut 1KE
& distrf Nnoded) (Z) (2} DIYCEMTRE - IHTEpHET-MarasuH cTpoi 9/26/2011 12:52 PM  Internet Shortcut 1KB
(1] DRIVE.MD - AUTO MOLDOVA 0/10£2005 1:05 P Intermet Shorteut KB
i Network F @) Gandyesr-Kapra caiira 11/10/2008 624 P Intermet Shorteut KB
18 192,168.16.12 (3] Harmanudio.com - Audio & Video Equi,.  5/28/2010%52 P Intemet Shortcut 1KE L
18 BACKUR (3] Intemet Club Toyota Land Cruiser 10413/2005 251 PV Intemet Shorteut 1KE
18 COLONEL (]80S ana Lexus LK 470 /2005311 PM Interet Sharteut 118
18 DLINK-6C5539 5 KEMA - Vicpauna 2/26/2011 12:55 PM  Intemet Sharteut 1KE
18 FIRST (5] Levas LK 570 Mpowmera 12/27720101:53 PV Intemet Sharteut 1KE
18 |NTERPOST (21] Lesus Publications 1172942006 1232 .. Intermet Shorteut KB
15 MAIOR (1] Luxury Watch Karonor FA2006 2P Intemet Shorteut KB
18 MICROSOF-FEO1FE (] Miercedes-Benz G-Class Gelandewagen  11/28/2006 1138 . Inermet Shorteut KB
18 NEHPTO2 (3] MSM.com 1041972004 BOEPM  Intemet Shorteut 1KE
18 NBHPTZ2 8 Ochendowski FAMILY TREE H/2010838PM Intemet Shortcut 1KE
18 NBHP130 BT Oxfard Dictionaries Online 20T AQEPM Intemet Sharteut 1KE
18 NBHP13T &] PAA sanre Yrpanna A12/2008 1138 A Intemet Sharteut 1KE
1 NBHP133 3] UV Accessories YOS ATOPM  Interet Sharteut 1KE
18 NEHPTH (1] The Lexus Callection-Horme AE/200610ATPM Intemet Shorteut KB
18 NBHPTST (8] The official site for the 2006 FIFA World €. 2152005 614 Pl Intermet Shorteut KB
18 1BHP4%3 (3] Toyota Club - akceccyape, TowwHr, 3an..  3/3/2005 243k Intemet Shortcut 1KE
18 NEBHPS0S o TravelSin - sMs AFR00EZEPM  Intemet Shorteut 1KE v

. G0iterns 1 item selected 165 KB




File Edit Format View Help

Hosblid WEB.txt - Notepad

192.168.7.5 wpl -----> 192.168.6.20 oradl SID=orcll SERVICE_MANE=orclle
192.168.7.6 wp2 -----> 192.168.6.21 orad? 5ID=orcll SERYICE_NANE=0rcl2®

http://192.168.7.5/apex/f2p=4558
http://192.168.7.6/apex/f2p=4558

Workspace internal

Username admin

Password xsw23edc-W

Workspace election

Username admin

Password xsw23edc-W (xsw23edc  xswedc)

Ioecsasite adieiafivdadid admincvk xsw23edc-W

frebh 192.168.9.2 { &hde 1h igeanphl ).

root /cvik *Gg24841 txsw2
oracle/xswedc

Jetc/init.d/tomeat? stop
fetc/init.d/apachedd stop

ps aux | grep java
ps aux | grep httpd

Jete/init.d/tomeat? start
Jfetc/init.dfapache2d start
777777777777777777777777 El

tnsnames . ora
15 oradl

orcl =
(DESCRIPTION =
(ADDRESS_LIST =

(ADDRESS = (PROTOCOL = TCP)(HOST = oradl) (PORT = 1521))

)
(CONNECT_DATA =
(SERVER = dedicated)
(SERVICE_NAME = orclis)
)
)

iz orad2

File Edit Format ‘iew Help

hosts.txt - Notepad

k Oracle DB old

192.168.6.6 oradb2.cvk.gov.ua
192.168.6.7 oradb3.cvk.gov.ua
192.168.6.19 grid.cvk.gov.ua

# Web Servers
192.168.6.2 cvkwebl.cvk.gov.ua
192.168.6.3 cwkweb?. cvk.gov.ua

oradb2
oradb3
grid

cvkwebl
cvkueb?

192.168.7.5 wpl.cec.net wpl
182.168.7.6 wp2.cec.net wp2

192.168.7.7 wdl.cec.net wdl
192.168.7.8 wd2.cec.net wd2

# Oracle DB standalone

# Oracle Grid Control

lo.268.1.26 oradl-arc.cec.net

10.260.1.21 orad2-arc.cec.net
10.260.1.22 orad3-arc.cec.net
19.20809.1.23 oradd-arc.cec.net

# Public Metwork - (bond®)

# Public Virtual IP (VYIP) addresses
182.168.6.34 orad3-vip.cec.net
192.168.6.36 oradd-vip.cec.net

# Private Interconnect - (bond3)
19.260.2.2 orad3-int
1.268.2.3 oradd-int

# Scan IP addresses

192.168.6.1600 orad-scan.cec.net
192.168.6.181 orad-scan.cec.net
192.168.6.1602 orad-scan.cec.net

192.168.6.48 grid?.cec.net  grid2

192.168.6.33 orad3.cec.net  orad3
192.168.6.35 oradd.cec.net  oradd

192.168.6.20 oradl.cec.net  oradl
192.168.6.21 orad?.cec.net  orad2

# Public Metwerk - (bend2) - Archiwvelog NET

oradl-arc
orad2-arc
orad3-arc
oradd-arc

orad3-vip
oradd-wip

orad-scan
orad-scan
orad-scan



g

Hoseiit WEB.txt - Notepad

File Edit Format View Help
I

192.168.7.5 wpl -
192.168.7.6 wp2 -

http://192.168.7.5 fapex/f2p=4550
http://192.168.7.6/apex/f2p=4550

Yorks pace internal

Username adnin

Password xsw23ede -

Yorks pace election

Username admin

Pas sword wsw23ede-W (xsw23edc  xsweds)

aZielefiodanid admincvk xsw23edc-wW

.168.9.2 ( Rk i LgRaupRd ).

root/cvik 924841 txsw2
oracle/xswedc

=

fasacarens A
fetc/init.d/toncat? stop
fetc/init.d/apache2d stop

43 éaé root

ps aux | grep java
ps aux | grep httpd

jetc/init.d/toncat? start
fetc/init.d/apache?d start

tnsnames.ora
13 oradl

orcl =
(DESCRIPTION =
(ADCRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = oradi) (PORT

(CONNECT_DATA =
(SERVER = dedicated)
(SERVICE_NAME = orcll®)
)
)

ia orad2

» 192.168.6.20 oradl SID=orcll SERVICE_MANI
> 192.188.6.21 orad2 SID=orcll SERVICE_MANE

g

File Edit Format View Help

Working Copy of hosts.ixt - Notepad

¥ Oracle DB old

192.168.6.6 oradb2.cvk.gov.ua oradb2
192.168.6.7 oradb3.cvk.gov.ua oradb3
192.168.6.19  grid.cvk.gov.ua grid

# Vb Servers

192.168.6.2 cvkebL. cvk. gov. ua cvkiebl
192.168.6.3 culweb? . cvk. gov. ua cvkueb2

192.168.7.5 wpl.cec.net wpl
192.168.7.6 wp2.cec.net wp2

192.168.7.7 wdl.cec.net wdl
192.168.7.8 wd2.cec.net wd2

# Oracle DB standalone
192.168.6.28 oradl.cec.net  oradl
192.168.6.21 orad2.cec.net  orad2

# Oracle Grid Control
192.168.6.48 grid2.cec.net  grid2

# Public Metwork - (bond2}) - Archivelog NET

12.200.1.20 oradl-arc.cec.net oradl-arc
1a.200.1.21 orad2-arc.cec.net orad2?-arc
19.208.1.22 orad3-arc.cec.net orad3-arc
18.260.1.23 oradd-arc.cec.net oradd-arc

# Public Metwork - (bond@)
192.168.6.33  orad3.cec.net  orad3
192.168.6.35  oradd.cec.net  oradd

# Public Virtual IP (VIP) addresses

192.168.6.34  orad3-vip.cec.net orad3-vip
192.168.6.36  oradd-vip.cec.net oradd-vip
# Private Interconnect - (bond3)

10.200.2.2 orad3-1nt

10.200.2.3 oradd-int

# Scan IP addresses

192.168.6. 168 orad-scan.cec.net  orad-scan
192.168.6.1681 orad-scan.cec.net  orad-scan
192.168.6.102  orad-scan.cec.net  orad-scan




E Hoselit WEB - Notepad
File Edit Format View Help
Password xsw23edc-W (xsw23edc xswedc) ~

root feuk Hi@248a1 txsw2
oracle/xswedc

Jetc/init. d/tomeat? stop
Jetc/init.d/apache2d stop

ps aux | grep Java
ps aux | grep httpd

Jetc/init. d/tomcat? start
Jetc/init.d/apache2d start

tnsnames .ora
1ia oradl

orel =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = oradl) (PORT = 1521))

(CONNECT_DATA =
(SERVER - dedicated)
(SERVICE_NAVE = orcli®)
i
)

ia orad2

orel =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP)(HOST = orad2) (PORT = 1521))

(CONNECT DATA =
(SERVER = dedicated)
(SERVICE_NAVE = orcl2e)
i
)

g

File Edit Format View Help

Hosbwiit WEB - Notepad

192.168.7.5 wpl
192.168.7.6 wp2

> 192.168.6.2@ oradl SID=orcll SERVICE_NANE=orcll@
> 192.168.6.21 orad2 SID=orcll SERVICE_NANE=orcl2e

hittp: //192.168.7.5 /apex/ f :p=4558
hittp: //192.168.7.6/apex/ f 2p=4556

Workspace internal
Username admin

Password xsw23ede-uf

Workspace election

Username admin

Password xsw23edc-W (xswi3ede  xswedc)

08018 admincwk xsw23edc-W

192.168.9.2 ( ahde i3 igeaapfii ).

root/ vk @@24841 txsw?
oracle/xswedc

Jetc/init.d/toncat? stop
Jetc/init.d/apache24 stop

ps aux | grep java
ps aux | grep httpd

Jetc/init.d/tomeat? start
Jetc/init.d/apache2d start

tnsnames.ora
1ia oradl

orcl =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTGCOL = TCP)(HOST = oradL)(PORT = 1521))

)
(CONNECT_DATA =
(SERVER = dedicated)
(SERVICE_NAME = orclie)
)
i

ia orad2




£

File Edit Format View Help

pass - Notepad

ucs

root  cvk*EaRABditHvp3
vk g2484itHvp2
vk @g248dithvpL

IPS IME  cvk*@@248ditsign

Qlradar
root cvk*@92484itRada
admin  ybrjveyterf;e2012

HP BladeSystem Onboard Administrator
192.168.98. 119

192.168.98. 111

username Administrator
password WD2C8WIH

HP ¥irtual Connect Manager
192.168.98. 168
192.168.98. 181

username Administrator
password JJ6KZVPY

HP Virtual Onboard Adninistrator
192.168.98.16

192,168.98. 11

passnord PSHFSE?
passnord QUEDAYHT

HP BladeSystem Connect Manager
192.168.98.5

192.168.98.6

username Administrator
password S8ZI5ENK
password DT20AX7H

BXYFY-M3824-YBCKT -GVMB3P -4X2PC
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YPN - 192.1685.6 - Remote Desktop Connection

File Groups Clients Tools Help

Clients | settings |

VPN UPServer console

List of groups List of dlients
all dients ~ Client ID | Condition | Active updates | Applied updates | Administrative state | Fire time by certificates | Last active tme Lastactive ip-address | Group | Description
Central Office Gatel active 0 15 enabled 09/04/2015 13:35:23 14/05/201407:26:28  192.168.2.3 Central Office
President Election Gate2 active 0 8 enabled 10/04/2015 18:46:52 ONLINE 192.168.2.4 Central Office
Deputy Election Gate3 active 0 7 enabled 10042015 18:47:33 14/05/201407:19:33  192.168.2.5 Central Office
Al Updatable Unsuccessful
Find Next Prev
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| €192.168.8.8 ¥
F

Server Manager a
Server Manager * File and Storage Services * iSCSI v @ [ T =2

[+ Administrator: Command Prompt Hﬂ
-Software Loophack Interface 1 TASKS ¥

Microsoft ISATAP Adapter
Microsoft ISATAP Adapter #2

Gateuay Interface Metric
261

Connected IPAddress:10.199.1.21

Not Connected  IPAddress:10.199.1.30, IPAddr: 0.199.1.33, IPAddress:10.199.1.35

.a. . a
127.@.A.1 255.255_255 255
127.%53.%55.255 255.255.255.255

68.8.8  255.255.255.0 SEER Bl o IDaclicacei0,109,130, PAdress:10.189.1.33, IPAddress 10198135
1921168188 255.255.255.255 o 0
192.168.8.285 2550255255 565 i 21688 199.1.2
470 0.0 5107070.0 i et 199.1.10, IPAddress:10.199.1.11, IPAddress10.199.1.5, IPAddress
24.0.0. i
255.255.255 255 255,955,955 2
2551355 355 355 2552551255 1555 = = B —
2551355 255 1255 255255 1255 1255 atus apacity ree Spa..
! P Healthy (B.. 13635 GB 1226668
ersistent Routes:
Network Address Cateway Address Metric fealthy (P... 3725.84GB 21 e
0.8.0.68 6.0. 192.168.8.1 Default Healthy (P... 3725.84 GB 21 M =
Healthy (P... 3725.84 GB 21 M
IPu6 Route Tahle Healthy (P... 3725.84 GB 21 MB
Pr—— Healthy (P... 3725, GB 21 M8
Active Routes
If Metric Network Destination Gateuay fealthy (P...  3725.81GB 3725.56 ...
1 11,128 On-link Health (... S5ARA GR 11 MR
64 On-Link

&
£e80:: /64 On-1.
fe80::427:ad6e:4874:3764,128
On—link I
fe80::71F4:7c6ec:6d56:8bad 128
n—link
On—link
On-link Crash Dumnp, Primary Partition),

m>

ersistent

Hone I TASKS ¥

=\Windows\system32>.

T STatus

Storage2  iqn.1991-05.com.microsoftstorage2-iscsi 2.ora Connected

Io]
File Groups Clients Tools Help

Clients ] Settings |

List of groups List of dients
All dients ~ Client ID Condition Active updates | Applied updates | Administrative state | _Fire tme by certificates | Last active time. Last active ip-address | _Group Description ~
Central Office p208-03 active 0 0 enabled 09/04/2015 12:35:23 ONLINE 172.18.2.103 President Election
President Election p205-01 active o 0 enabled 09/04/2015 12:35:23 ONLINE 172.17.1.19 President Election
Deputy Election p209-02 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.17.1238 President Election
p209-03 active 0 0 enabled 08/04/2015 12:35:23 13/05/201408:26:07  172.18.1.231 President Election
p210-01 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.18.3.222 President Election
p210-02 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.19.1.218 President Election
p210-03 active 0 0 enabled 03/04/2015 12:35:23 12/05/2014 18:25:31  172.13.4,130 President Election
p211-01 active 0 0 enabled 09/04/2015 12:35:23 13/05/201409:2432  172.17.2.37 President Election
p211-02 active 0 0 enabled 09/04/2015 12:35:23 13052014 09:21:20  172.17.2.34 President Election
p211-03 waiting 0 0 enabled President Election
p21201 active 0 0 enabled 09/04/2015 12:35:23 12/05/201420:23:19  172.19.1,115 President Election
p212-02 failed o 0 enabled 09/04/2015 12:35: 12/05/2014 21:11:20 172.19.1.143 President Election
p212-03 active 0 0 enabled 03/04/2015 12: 12/05/2014 17:25:13  172.17.3.188 President Election
p213-01 active 0 0 enabled 03/04/2015 12: 13/05/201408:55:32  172.17.1.218 President Election
p213-02 failed 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.19.1.246 President Election
p213-03 active 0 0 enabled 03/04/2015 12: ONLINE 172.17.1.216 President Election
p214-01 active 0 0 enabled 03/04/2015 12: 12/05/2014 13:31:23  172.18.3.77 President Election
p214-02 active 0 0 enabled 09/04/2015 12: 12/05/2014 12:16:49  172.17.4.167 President Election
p21403 active 0 0 enabled 09/04/2015 12: 12/05/2014 12:30:08  172.18.3.217 President Election
p21501 active 0 0 enabled 09/04/2015 12: ONLINE 172.18.4,158 President Election
p215-02 active 0 0 enabled 09/04/2015 12: 12052014 17:12:19  172.17.4.187 President Election
p215-03 failed 0 0 enabled 09/04/2015 12:35:23 12/05/2014 19:57:%  172.19.2.102 President Election
p215-04 waiting 0 0 enabled President Election
p216-01 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.19.1.241 President Election
p216-02 i 0 0 bled 03/04/2015 12:35:23 12/05/2014 23:30:40  172.18.4,103 President Election
p217-01 active ] ] enabled 03/04/2015 12: ONLINE 172.13.1.46 President Electon
p217-02 active 0 0 enabled 10/04/2015 17:46:52 12/05/2014 18:48:42  172.19.1,118 President Election
p217-03 waiting 0 0 enabled President Election
p218-01 active 0 0 enabled 09/04/2015 12:35:23 12/05/2014 18:40:28  172.18.4.74 President Election
p218-02 active 0 0 enabled 09/04/2015 12:35:23 12/05/2014 18:55:01  172.18.3.147 President Election
p218-03 waiting 0 0 enabled President Election
p219-01 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.17.2.24 President Election
p219-02 waiting 0 0 enabled President Election
p219-03 waiting 0 0 enabled President Election
p220-01 active 0 0 enabled 08/04/2015 12:35:23 12/05/2014 20:31:21  172.17.1.30 President Election
p220-02 waiting 0 0 enabled President Election
p220-03 waiting 0 0 enabled President Election
p221-01 active 0 0 enabled 13/05/201409:30:28  172.17.2.49 President Election
p221-02 active 0 0 enabled 09/04/2015 12:35:23 12/05/2014 19:00:37  172.12.4.16 President Election
p221-03 active 0 0 enabled 09/04/2015 12:35:23 12/05/2014 18:48:52  172.17.4.106 President Election
p22201 active 0 0 enabled 09/04/2015 12: 54 172.17.1.35 President Election
p222-02 active o 0 enabled 09/04/2015 12: 172.17.1.42 President Election
p222-03 active 0 0 enabled 10/04/2015 17: 172.18.2.36 President Election
p223-01 waiting 0 0 enabled President Election
p223-02 failed 0 0 enabled 08/04/2015 12:35:23 12/05/2014 21:50:33  172.17.2.97 President Election
p223-03 active 0 0 enabled 08/04/2015 12:35:23 ONLINE 172.18.3.69 President Election
p22401 waiting 0 0 enabled President Election
p22402 waiting 0 0 enabled President Election
p22403 failed 1 2 enabled ONLINE 172.15.100.2 President Election
p22501 waiting 0 0 enabled President Election o
p225-02 waiting 0 0 enabled President Election
p225-03 waiting 0 0 enabled President Election
tmp-lient waiting 1 0 enabled 03/04/2015 12:35:23 172.17.0.1 v
TR Coos [ Cem |
Find Next Prev
Refresh tineout 0 sec Refresh

Selected: 1 Displayed: 690 All: 690
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File

Action  View Help

| Forwsrd Loakup Zanes
b o _msdcs.cec.net
I 2. cecnet
b o] cvkgoviua
| Reverse Laokup Zones
| Trust Points
| Conditional Forwarders
(£l Global Logs

Marme
_msdes
| _sites
| _tep
| _udp
| DomainDnsZones
| ForestDnsZones
£ tsame as parent folder)
] tsame as parent folder
] same as parent folder)
#
£ tsame as parent folder)
Hadl
Had2
lav
H cat
H computer
5 dogs-m

DNS Manager

Start of Suthority (S04
Narme Server (NS)
Name Server (NS)

Host (8)
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8
Host (8)

[4201], ad1.cec.net, host.,
ad2.cec.net,
adl.cec.net,

102.168.3.3
182.168.3.3
182.168.3.4
102.168.5.3
102.168.3.5
172.16.1.2
172.16.10.146
102.168.6.101
102.168.6.102
182.168.6.103
182.168.6.104
102.168.6.40
102.188.8.6
182.168.8.11
182.168.8.9
102,168,810
102.168.9.3
182.168.6.101
182.168.6.100
102.168.6.102
102.168.6.20
182.168.6.21
182.168.6.33
102.168.6.31
102.168.6.35
182.168.6.36
172.16.1.2
172.16.1.2

Tirmestamp

static
static
static

5/8/2014 4:00:00 PM
static

static

51172014 4:00:00 PM
41372014 12:00:00 PM
A4/11/2014 5:00:00 PM
5/8/204 3:00:00 PM
5/3/2014 4:00:00 PM
5/3/2014 4:00:00 PM
5/3/2014 4:00:00 PM
5/3/2014 4:00:00 PM
static

5/10/2014 11:00:00 PM
static

static

static

5/10/2014 4:00:00 PM
static

static

static

static

static

static

static

static

static

A/23/2014 3:00:00 PM
42372014 1:00:00 PM

r2012 R2

Bui

an




